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5. 
Draft decree on the protection of strategic and sensitive data in the cloud computing market

6. Protecting strategic and sensitive data in the cloud computing market

7. 
 

8. 
The purpose of the draft decree is to 
– List the public interest groups, including the administrations or operators whose list is annexed to the draft
finance law, that are subject to the requirements laid down in Article 31 of the aforementioned law; 
– Specify the aforementioned security and protection criteria, including in terms of shareholding;
– Specify the conditions under which a derogation may be granted for projects already initiated;
– Set the criteria for considering a cloud computing offer available in France as acceptable under the
derogation procedure.

More specifically, Article 2 of the draft decree aims to specify the requirements for cloud computing services
provided by a private provider, as necessitated under the conditions of the aforementioned Article 31(I).
This point I lays down the security and protection criteria, providing for their operational implementation
within a ‘SecNumCloud’ reference framework established by the French Cybersecurity Agency (ANSSI) in
conjunction with the Interministerial Digital Directorate (DINUM) as regards the State’s information system.
Point II provides for the use, by the administrations concerned, of a private service provider that is qualified
according to this standard, or a European certification of at least an equivalent level, based on R9 of the
Prime Minister’s circular of 5 July 2021 on the doctrine of the use of cloud computing by the State (‘cloud at
the centre’).

9. 

Article 31 of Law No 2024-449 of 21 May 2024 on securing and regulating the digital space (SREN Law) lays
down provisions to ensure the protection of strategic and sensitive data in the cloud computing market.
These provisions concern State administrations, some of their operators, and certain public interest groups,
the list of which must be established by decree in the Council of State.
Thus, in cases where these administrations resort to a cloud computing service provided by a private service
provider for the processing of data that is particularly sensitive, the breach of which is likely to result in
disturbing the public order, public security, the health or life of individuals, or the protection of intellectual
property, the service they use must implement security and data protection criteria guaranteeing, in
particular, the protection of data against any access by the public authorities of third countries not authorised
by European Union or Member State law.
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